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1. Fortray - Palo Alto - Version Control

Version Created By Release
1.0 15/03/2018 | Student Workbook for LAB Mazhar Minhas Draft
1.1 15/03/2018 | Topology update Mazhar Minhas Initial Release
1.2 23/07/2020 | Diagram and document redesign and Formatting Farooq Zafar Final Release

2. Fortray - Palo Alto - Reference Document
Click for the Reference document

3. Fortray - Palo Alto - Assumption

v" We understand that delegate already understand L2/L3, Routing.

v" The delegate already knows the “Fortray Networks - Palo Alto Panorama” physical and logical connection.

v' The delegate already has a basis Troubleshooting skill, such as ping and trace.

v" The delegate already has access to the “Fortray Networks - Palo Alto Panorama” Spreadsheet encompassing the Basic Layer, 2, 3 and
allocated subnet information. For more details refer to the “Student Folder”.

v' This document is created to show an example for one topology only. The candidate needs to refer to his own topology and follow this
step by step guide.

v' We assume that delegate already has installed the VPN software and him/she have VPN user / Password. If any issue, contact our
Technical team.

v Our VPN software is supported by PC, MAC, Android, and I0S devices.

v' It's also assumed that delegate has access to PC/Laptop i5 with 4GB RAM.

v" For optimal connectivity, we recommend at least 10MB internet connection.

v' We assume that we already have INTERNAL, DMZ, OUTISE interfaces that are already configured.
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4. Fortray - Palo Alto - Network Topology

The below network topology is just for information purpose only. Please refer to your student folder and your designated topology. If any
doubt, please ask your instructor.
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5. Fortray - Palo Alto - Notes About Task

Here we have Management Access details for Palo Alto firewalls and Panorama Installed in LAB.

Devcie Name Role Model | Version | PA-200 Serial no MGMT IP Defualt Credentials New User| PASSWORD
FN-PA-PRIM-110 Primary PA-200( 8.1.0 001606067716 |10.205.1.110 admin/admin admin Palo@123
FN-PA-BACK-111 Backup PA-200( 8.1.0 001606059502 |10.205.1.111 admin/admin admin Palo@123
FN-Panorama-112 Panorama VM 8.1.6 10.205.1.112 admin/admin admin Palo@123
PN-PA-VWVLAN-113 | Virtual Wire + VLAN FW | PA-200| 7.0.1 001606014209 (10.205.1.113 admin/admin admin Palo@123
PN-PA-VPNTAP-114 VPN + TAP FW PA-200( 8.0.0 001606089665 (10.205.1.114 admin/admin admin Palo@123

Please Do Not Change Password for admin

Workbook Shapes: account.
4 # Next Step Window
v sssssTTTTTTs B Next Sub Steps Window
v o Step Number
v | Required Value
v | Information / Verification
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6. Fortray - Palo Alto - Task: Adding Bulk Firewalls in Panorama

Fortray Network Management noticed that the configuration on Palo Alto Firewalls is taking too long, Security engineer has to configure each
Palo Alto Firewall Separately.

@ Fortray Network Security Team suggested to add all firewalls in Panorama and Managed all of them under one platform. In this task we
_ will learn how to add Palo Alto Bulk Firewalls in Panorama.

Summary of the Configuration Steps:

Y

Configuring Panorama Server on Required Firewalls
Creating Palo Alto CVS File for Adding Bulk Firewalls
Adding Palo Alto Bulk Firewall to Panorama using CSV File
Committing Changes to Palo Alto Panorama

YV V V V

Verification
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7. Fortray - Palo Alto - Configuration: Adding Bulk Firewalls in Panorama

In this section, we will add Palo Alto Bulk Firewalls in Panorama using CSV file.

7.1. Step 1: Configuring Panorama Server on Each Firewall

We need to add Panorama Server address in each firewall, which needs to be added in Panorama. In this section, we will Panorama
Server address in FN-PA-BACK-111 and PN-PA-VPNTAP-114. Login to FN-PA-BACK-111 Firewall using Web GUI and follow these steps:

1. Click on Device
2. Click on Setup affl paloalto : :
3. Click on Management HETWORKS Dashboard ACC Monitor Policies Objects Net 1 | Device & Commit ¢8 [ Config~ g
5 |
" A 8 A 3 [ @Help
4. Click on Setting icon of
Panorama Settings. PA) |- W Managemen: | Operations | Services | Interfaces | Telemetry | ComtentlD | WikdFire | Session 4
=11 High Availabi
5. Enter IP Address of %Cﬂnﬂg Audit General Settings 2% [ Panorama Settings =
. = Password Profiles
Panorama Server in g Administrators Hostname FN-PA-BACK-111 Panorama Servers
First Text Box %Admin Roles S—
. thenticati fil Panorama Settings
6. Click OK to complete. %x;":“:“ Z""E
i Enticaton sequence T S e
7. Commit EIB user Identification

www.fortray.com

@VM Information Sources
v % Certificate Management
& Cartificates
&2 Certificate Profile
&5 OCSP Responder
& S5L/TLS Service Profile
[ig) scep
{& 550 Decryption Exclusion
% Response Pages
Log Settings
v @ Server Profiles
SMMP Trap
41 syslog

Disable Panorama Policy and Objects B Disable Device and Network Template

0207-993-4928

10.205.1.112 E'

Receive Timeout for Connection to Panorama (sec) 240
Send Timeout for Connection to Panorama (sec) 240
Retry Count for 551 Send to Panorama 25
[[] Secure Client Communication

Certificate Type Mone

ertificate Expiraticn EC

info@fortray.com

§)

B o

v

-

B | % Tasks | Language

ORTRANAY

LEARN | EARN

| GROw


http://www.fortray.com/
mailto:info@fortray.com

Fortray Networks- Palo Alto - LAB Workbook

Login to PN-PA-VPNTAP-114 Firewall using Web GUI and follow these steps:

1. Click on Device

0 paloalto

METWORKS

Click on Setu
. Dashboard ACC Monitor Policies Objects Net 1 Device & Commit & [ Config ~ ¢

3 = (DHeb

2 I8 I Operations | Services | Interfaces | Telemetry | ContntiD | WildFire | Session
High Availability E !

I% Config Audit General Settings 4% § Panorama Settings
“’—EI Password Profiles

E Administraters Hostname FM-PA-VPNTAP-114 Panorama Servers
%Admin Roles i

2
3. Click on Management
4. Click on Setting icon
of Panorama Settings.
5. Enter IP Address of
Panorama Server in
First Text Box
{0 authentication Profile

6. Click OK to complete. o
ﬁﬁumentlcatmn Sequence .

7. Commit User Identification J
VM Information Sources | 10.205.1.112
v % Certificate Management

& Certificates k
gl Certificate Profile Receive Timeout for Connection to Panorama (sec) | 240
& OCSP Responder
8 SSL/TLS Service Profile
@ SCEP Retry Count for 550 Send to Panorama 25
{8 551 Decryption Exclusion

% Response Pages

Log Settings

V@ Server Profiles

SNMP Trap
41 svslog h

Panorama Settings

Send Timeout for Connection to Panorama (sec) 240

(] secure Client Communication

Certificate Type | None

Disable Panorama Policy and Objects | Disable Device and Network Template
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7.2. Step 2: Creating Palo Alto CVS File for Adding Bulk Firewalls
To create CVS file, we can download sample file by Login to Panorama and following these steps:
1. Click on Panorama
2. Click on Managed Devices > Summary
3. Click on Add
4. In new windows, Click on Import

HETWORKS Dashboard ACC Maonitor Panorama 25 Commit v ¢§ (@ Config» Q Search

[T S O

paloalto

Panaorama =

3 setup o X
E1High Availability
2 Config Audit

£ Managed WildFire Clusters
8 Managed WildFire Appliances
@ Password Profiles

Q Administrators

&%) Admin Roles [C] Fu-PA-PRIM-Y
%A{cess Comain
s%ﬁuﬂ'uentication Profile
ﬁﬁumentication Sequence
User Identification N

W =2 Managed Devices
2§
=8 Health

% Troubleshooting
@Templates
IE Device Groups
= Managed Collectors
=3 Collector Groups
v % Certificate Management

Device Name [ RN Variables

v DND Device Gro

Please enter one or more device serial numbers. Enter one entry per row, separating
the rows with a newdine.

E Associate Devices

Add
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5. Click on Download Sample CSV

B0 and drop a CSV file to import Browse... [=)Clear

0 items %)

Aute Push on 1st connect To SW Version

Add (@ Delete

4 ~ | B | < | D | E | ? L d
H H 1 serial device-group  template collector-group  log-collector auto-push-on-first-connect
6' Open CSV Flle n MS Excel or NOtepad 2:AA11 devicegroupl templatestackl cgl Ic1-srno;lc2-srno TRUE
3 BB22 devicegroup2  templatestackz cg2 le3-srno;lcd-srno TRUE e
4
—
7. Delete all Fields except required fields and adding a field 4| A | B | ¢ o | |
. hich i ired dd fi 1. Eill all 1 |serial auto-push-on-first-connect to-sw-version
to-sw-version which is required to add firewall. Fill a 2 T01606059502 TRUE 810
values in CSV File and Save the File. 3 001606089665 TRUE 8.0.0 o
4
5

1. As MS Excel Remove leading Zeroes, format serial column as text.
2. Fill Firewall software Version in to-sw-version column.
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7.3. Step 3: Adding Palo Alto Bulk Firewall to Panorama using CSV File

To add bulk Firewalls in Panorama using CSV Files, we need to follow these steps:
1. Click Browse
2. Select Saved CSV file in Previous File
3. Click Open, this will add list of Firewalls in this step
4.

Click OK

Device Association

Download Sample C5V
C:\fakepath\26-PW-Adding-Script-final.cvs

@ Open *

™ <« 14-Work... » 01-WorkBook v O Search 01-WorkBook »

Organize + Mew folder Bz » [H 0

-

Auto Push on 1st connect
~ Name Status Dat ™

= My Computer RO o -
3 3D Objects @ 18- Fortray- Palo Alto - PCHSA - User Ma... (2 2 21/(
= Desktop @ 19- Fortray- Palo Alto - PCNSA - User Ma... (2~ 21/C
@ 20- Fortray- Palo Alto - PCNSA - Respons.. (2 2 22/(

R R,

001606058502
001606089665

|2 Documents

@ 21- Fortray- Palo Alto - PCMSE - Panora.. (2 2 22/(

3 Downloads
) @ 22- Fortray- Palo Alto - PCMSE - Panora.. (2 2 23/(
 Music @ 23- Fortray- Palo Alto - PCNSE - Panora...  (© 2 2410
= Pictures @ 24- Fortray- Palo Alto - PCNSE - Panora.. (2 & 24/t
B Videos @ 25- Fortray- Palo Alto - PCNSE - Panora.. (2 2 25/(

@ 26- Fortray- Palo Alto - PCN Panora.. (2~ 25/(

3 26-FW-Adding-Script 21 2 A 25/ v

PO ECT P

File name: |26-FW- | Al Fles

12 www.fortray.com 0207-993-4928 ) info@fortray.com ORTRANAY

LEARN | EARN | GROW



http://www.fortray.com/
mailto:info@fortray.com

Fortray Networks- Palo Alto - LAB Workbook

After Pressing OK Button, all firewalls will be added in Panorama and status will be Disconnected.

NETWORKS Dashboard ACC Monitor Panorama

paloalto

Panoama ¥
[ Setup -

= High Availability
B Config Audit
58 Managed WildFire Clusters

& Commit » 5 [ Config ~ Q Search

= P I Device Mame Virtual System Model Tags Serial Number IPV4 Variables Template Device State Device Ci
Managed WildFire Appliances
@ Password Profiles
s Administrators % [ Mo Device Group Assigned (1/3 Devices Connected)
%Admin Roles I:‘ 001606059502 001606059502 Disconnected
gm:ss Domain » [ FN-PA-PRIM-110 PA-200 Head-office-FW | 001606067716 | 10.205.1.110 Connected
Authentication Profile
ﬁﬂuﬂqen[ica[ion Sequence D 001606083665 001606089665 Disconnected

User Identification
W =2 Managed Devices
Summary
=8 Health
## Troubleshooting
@Templates
IE Device Groups
= Managed Collectors
B Collector Groups
v % Certificate Management
& Certificates

@, Install [ GroupHAPeers L Export ~ & Deploy MasterKey 2, Request OTP from CSP ~ L Upload OTP
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7.4. Step 4: Committing Changes to Palo Alto Panorama
Commit Changes to Panorama.

paloalto —— DEVICE GROUPS ——

NETWORKS Dashboard ACC Monitor Policies Objects Panorama

ﬂ Commit Status
3y setup o * I

B High Availability
By Config Audit
B Managed WildFire Clusters
58 Managed WildFire Appliances
€& password Profiles
Q Administrators
bAdmin Roles ] o016060677
5% Access Domain
&Authenti(ation Profile
g Authentication Sequence
User Identification
¥ == Managed Devices
Summary
=8 Health
42 Troubleshooting
82 Templates
E Device Groups
== Managed Collectors
(=3 Collector Groups
v (g2 Certificate Management
§ Certificates
§2 Certificate Profile
{ SSL/TLS Service Profile
e IS
[-l_'.‘l Log Ingestion Profile
Log Settings 4 »

4 » D Add €3 (= L) @, Install [ Group HA Peers 2 Export » & Deploy Master Key 2, RequestOTPfromCSP » L Upload OTP

(B = Commii | & (& Config v Q Search
Commit to Panorama 2

45 @
1 item (%]

" Push to Devices

Commit and Push

Operation Commit

Status Active

Result Pending

Device Name| Template Device State  Device Certificate H

Progress

v [_INo Device Gro Details

Warnings Disconnected

httpsy//10.205.1.112/7+ [N
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8. Fortray - Palo Alto - Verification

In this section, we will verify added Firewall’s status.

8.1. Step 1: Verification using GUI
Click on Panorama > Managed Devices > Summary. Here, we can see newly added firewalls and their details.

paloalto

METWORKS

ﬂ
(8 setup -

= High Availability
B Config Audit
4 Managed WildFire Clusters
5§ Managed WildFire Appliances
@ Password Profiles
E Administrators
%Admin Roles FN-PA-BACK-111 PA-200 001606059502 10.205.1.111 Connected
=% Access Domain
:%Authenlication Profile | | | | | | | | |
ﬁﬂuﬂqen[ica[ign Sequence FN-PA-VPNTAP-114 PA-200 001606089665 10.205.1.114 Connected
User Identification
W =2 Managed Devices
Summary
=8 Health
## Troubleshooting
i':{?TempIates
IE Device Groups
== Managed Collectors
B Collector Groups
v % Certificate Management
& Certificates -

Dashboard ACC Panorama & Commit ~ 8 [ Config ~ Q Search

Device Mame Virtual System Model Tags Serial Number IPV4 Variables Template Device State Device

7 [ |No Device Group Assigned (3/3 Devices Connected)

] Fh-PA-PRIM-110 PA-200 Head-office-FW 001606067716 10.205.1.110 Connected

If we don’t see firewall’s status as connected
here, refresh current page.

@, Install [ GroupHAPeers L Export ~ & Deploy MasterKey 2, Request OTP from CSP ~ L Upload OTP
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Now, click on Panorama > Device Deployment > Licenses. Here we can see complete license detail of newly added firewall.

paloalto

METWORKS

Panorama ﬂ

Dashboard

ACC

Monitor

Panorama

2 Commit «

& [ Config v Q Search

SNMP Trap -
Syslog
@1 Email ) Virtual Threat GlobalPr... GlobalPr... VM-Series Logging * Decrypti... DNS
HTTP T System Preventi e S Gateway  Portal R Capacity LI Service :i':m Broker Security dEmlAL
(% rRADIUS ;
B TACACS+ FN-PA-BACK-111 ® A /A BrightCle /, A @ A ® ® ® ® ® ® ®
License Licenss License License License
(% LDap %imﬂ Expired %wed Ié'xfired Eggmd
ires: ires: ires: ires:
B Kerberos 4/4/2019 %mma 442019 4/4/2019 4/4/2019
[ SAML Tdentity Provider A\ PaloAlto
Scheduled Config Export umﬂiwmk
s Software Expired
'@ Dynamic Updates 4,4}2'“&159
& Plugins FN-PA-PRIM-110 ® @ PaloAlto @ @ @ ® ® @ ® ® ® @
t\\ Licenses Expires: Neh_'mrk! Expires: Expires: Expires:
Q,agupport 9/13/20. E;%I'gg-? . 9/13/20..  9/13/20._. 9/13/20..
= -
(&5 Device Deployment e T
W5 Software
& GlobalProtect Client
@ Dynamic Updates
ik Flugins
I Tl Licenses E!l
aster and Dia -
il
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Thanks, and Good Luck
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