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2. Version

Version Date Notes Created By Release ‘
1.0 15/03/2019 Student Workbook for LAB  Mazhar Minhas  Initial Release
2.1 03/04/2020 | Errors Removed Farooq Zafar Final Release

3. Reference Document

Click for the Reference document

4. Assumption

v
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We understand that delegate already understand L2 /L3, Routing.

The delegate already knows the “Fortray Networks - CCNA Security” physical and logical connection.

The delegate already has basis Troubleshooting skill, such as ping and trace.

The delegate already has access to the “Fortray Networks - CCNA Security” Spreadsheet encompassing the Basic Layer, 2, 3 and allocated subnet
information. For more details refer to the “Student Folder”.

This document is created to show an example for one topology only. The candidate needs to refer to his own topology and follow this step by
step guide.

We assume that delegate already have installed the VPN software and him/she have VPN user / Password. If any issue, contact our Technical
team.

Our VPN software is supported by PC, MAC, Android, and I0S devices.

It’s also assumed that delegate has access to PC/Laptop i5 with 4GB RAM.

For optimal connectivity, we recommend at least 10MB Internet connection.

We assume that we already have INTERNAL, DMZ, OUTISE interfaces are already configured.
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5. NOTE About Configuration Example

The configuration example is based in the “VLAN-21".
Please refer to “Student Spreadsheet” and complete your task based on your Network Topology, & Task list assigned.

6. Fortray CCNA Security - Network Topology

The below network topology is just for e
. . DMZ VLAN- 121 ACSMEMT 200.1.165.100
information purpose only. Please refer to UNTRUST/ 221 st o )
) INTENRET - VLAN 254 eeg
your student folder and your designated RoPGHT oo AnyClient .
Network Connection Machine i
topology. If any doubt, please ask your - inboud Trtlc P royr
H PC-MGMT FW-MGMT X |
Instructor. 10.205.0.21 10.205.1.120 RT,‘:_?,JUST,’_V:(:;"
-
VLAN-21
2 GATEWAY IP
. = 200.1.254.120
_t‘) Tunnel
7 s
Desktop —yipne. S
172.16.121.240/24,~ POOL RANGE INTERNET
INSIDE-21 { 40.1.121.200- 220 b,
- 200.1.21.1/24
Device Int type interface IP VPN Ext SERVER
ASA-FW | INSIDE-21 | Gig0/1.21 10.1.21.240/24 S 100.100.21.1
ASA-FW DMZ-21 Gig0/2.21 172.16.21.240/24
ASA-FW 0uT-21 Gig0/0.21 200.1.21.240/24
ASA-FW INTERNET Gig0/0.254 200.1.254.120/24
DMZ SERVER DMZ PUB SERVER
172.16,21.1 20.20.21.1 External Network

ASA - VLAN-21 Topology ‘ ‘
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7. Fortray CCNA Security - LAB-ASA Firewall MGMT Access

Refer to below table and login to router, switches and Test machine.

nebe: l‘a,‘ Each delegate has his /her own test machine, refer to the spreadsheet provided in the student shared folder

Device Name

Access method

Password

Enable password

Comments

ASA-PRIM-1-120 ASA 5510 10.205.1.120 Telnet port 23 Admin cisco cisco
ASA-BACK-1-121 ASA 5510 10.205.1.121 Telnet port 23 Admin cisco cisco
FN-SEC-1-184 Router 10.205.1.184 Telnet port 23 Cisco cisco cisco
FN-PC-SEC-21 Test Machine 10.205.0.21 RDP Administrator cisco N/A Refer to spreadsheet
AnyClient-PC External PC 10.205.0.113 RDP Refer to spreadsheet N/A Refer to spreadsheet
Active Directory AD Server 10.205.0.254 LDAP Refer to spreadsheet N/A Refer to spreadsheet

www.fortray.com

0207-993-4928
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8. Fortray CCNA Security — Interface Spread Sheet

The below-spread sheet shows the value of LAN & WAN interfaces and allocation IPv4 IP range, each delegate will be
referring to his/her own LAN/WAN interface and will be completing his/her LAB.

NO

Student
VLAN

ASA
FW
(Admin)

Test PC
(RDP)

PC
USERS

PC

Inside
Password Interface

Sec

Inside
NAMEIF Level VLAN

Inside-
IP

DMz
Interface

NAMEIF Level VLAN

Sec

bMmz

OUTSIDE
Interface

NAMEIF Level

Sec OUTISDE
VLAN

OUTSIDE
VLAN

\[o)

Student
VLAN

1 21 10.205.0.21 | administrator cisco Gig0/1.21 | INSIDE-21| 100 21 |10.1.21.240/24|Gig0/2.21 | DMZ-21 | 50 | 121 |172.16.21.240/24|Gig0/0.21| OUT-21 | O 221  |200.1.21.240/24
2 22 ASA-1 [10.205.0.22| administrator cisco Gig0/1.22 | INSIDE-22 | 100 22 |10.1.22.240/24|Gig0/2.22 | DMZ-22 | 50 | 122 |172.16.22.240/24|Gig0/0.22| OUT-22 | O 222 |200.1.22.240/24
3 23 10.205.1.120|10.205.0.23 | administrator cisco Gig0/1.23 | INSIDE-23 | 100 23 |10.1.23.240/24|Gig0/2.23 | DMZ-23 | 50 | 123 |172.16.23.240/24| Gig0/0.23| OUT-23 | O 223 |200.1.23.240/24
4 24 (Primary) [10.205.0.24| administrator cisco Gig0/1.24 | INSIDE-24 | 100 24 110.1.24.240/24|Gig0/2.24 | DMZ-24 | 50 | 124 [172.16.24.240/24| Gig0/0.24| OUT-24 | 0 224 200.1.24.240/24
5 25 10.205.0.25| administrator cisco Gig0/1.25 | INSIDE-25| 100 25 10.1.25.240/24|Gig0/2.25| DMZ-25 | 50 | 125 [172.16.25.240/24| Gig0/0.25| OUT-25 | 0 225 |200.1.25.240/24
6 26 10.205.0.26| administrator cisco Gig0/1.26 | INSIDE-26| 100 26 |10.1.26.240/24|Gig0/2.26 | DMZ-26 | 50 | 126 [172.16.26.240/24| Gig0/0.26| OUT-26 | 0 226 |200.1.26.240/24
7 27 10.205.0.27| administrator cisco Gig0/1.27 | INSIDE-27 | 100 27 |10.1.27.240/24|Gig0/2.27 | DMZ-27 | 50 | 127 |172.16.27.240/24| Gig0/0.27 | OUT-27 | O 227  |200.1.27.240/24
8 28 10'23?';[.1121 10.205.0.28 | administrator cisco Gig0/1.28 | INSIDE-28| 100 28 10.1.28.240/24|Gig0/2.28 | DMZ-28 | 50 | 128 [172.16.28.240/24| Gig0/0.28| OUT-28 | 0 228 |200.1.28.240/24
9 29 (Backup) 10.205.0.29 N ' ‘ : .
10.205.1.29| administrator cisco Gig0/1.29 | INSIDE-29| 100 29 |10.1.29.240/24|Gig0/2.29 | DMZ-29 | 50 | 129 |172.16.29.240/24|Gig0/0.29 | OUT-29 | 0 229 [200.1.29.240/24
|10 30 10.205.0.30| administrator cisco Gig0/1.30 | INSIDE-30| 100 30 |10.1.30.240/24|Gig0/2.30 | DMZ-30 | 50 | 130 |172.16.30.240/24| Gig0/0.30| OUT-30 | 0 230 |200.1.30.240/24

INTERNET

UNTRUST

INTERNET

Static NAT

Static NAT

External
Test PC

[VY=14
name

Password

LDAP User name

Password

(Admin) Interface VLAN IP GLOBAL IP PRIVATE IP
1 21 Gig0/0.254 254 200.1.254.120 200.1.254.120 200.1.254.121 172.16.21.1 10.205.0.113 userl |Cisco@123 (Cin CAP) user01 Cisco@123 (Cin CAP)
2 22 ASA -1 Gig0/0.254 AS above 200.1.254.120 200.1.254.120 200.1.254.122 172.16.22.1 10.205.0.113 user2 |Cisco@123 (Cin CAP) user02 Cisco@123 (C in CAP)
3 23 10.205.1.120| Gig0/0.254 AS above 200.1.254.120 200.1.254.120 200.1.254.123 172.16.23.1 | 10.205.0.113 | user3 |Cisco@123 (Cin CAP) user03 Cisco@123 (C in CAP)
4 24 (Primary) Gig0/0.254 AS above 200.1.254.120 200.1.254.120 200.1.254.124 172.16.24.1 | 10.205.0.113 | user4 |Cisco@123 (Cin CAP) user04 Cisco@123 (C in CAP)
5 25 Gig0/0.254 AS above 200.1.254.120 200.1.254.120 200.1.254.125 172.16.25.1 | 10.205.0.113 | user5 |Cisco@123 (Cin CAP) user05 Cisco@123 (Cin CAP)
6 26 Gig0/0.254 AS above 200.1.254.120 200.1.254.120 200.1.254.126 172.16.26.1 10.205.0.113 user6 |Cisco@123 (Cin CAP) user06 Cisco@123 (C in CAP)
7 27 Gig0/0.254 AS above 200.1.254.120 200.1.254.120 200.1.254.127 172.16.27.1 | 10.205.0.113 | user7 |Cisco@123 (Cin CAP) user07 Cisco@123 (Cin CAP)
8 28 10‘2;?‘;.1121 Gig0/0.254 AS above 200.1.254.120 200.1.254.120 200.1.254.128 172.16.28.1 | 10.205.0.113 | user8 |Cisco@123 (Cin CAP) user08 Cisco@123 (C in CAP)
9 29 (Backup) Gig0/0.254 AS above 200.1.254.120 200.1.254.120 200.1.254.129 172.16.29.1 | 10.205.0.113 | user9 |Cisco@123 (Cin CAP) user09 Cisco@123 (C in CAP)
|10| 30 Gig0/0.254 AS above 200.1.254.120 200.1.254.120 200.1.254.130 172.16.30.1 | 10.205.0.113 | userl0 |Cisco@123 (Cin CAP) userl0 Cisco@123 (Cin CAP)
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9. Fortray CCNA Security Interface Configuration Task

Fortray Networks head office “Network Administrator” would like to configure the Cisco ASA Firewall’s Management

interface for remote access purposes.

o In this example we are configuring the mgmt interface

Summary steps to be done by the network administrator are mentioned below: -

Summary of the Configuration Steps
< Configure OOB interface for management

# The management interface should only handle management traffic

# Use security level 99
= Allow telnet access
< Allow SSH access

= Allow HTTP access
< Configure Banners

www.fortray.com 0207-993-4928
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10. Fortray CCNA Security Interface Configuration Task

In this example we are configuring the mgmt interface.

configure terminal
interface Management0/0
description Management
management-only
nameif mgmt
security-level 99
password cisco
enable password cisco

ip address 10.205.1.120 255.255.254.0 standby 10.205.1.121

configure terminal
telnet 90.0.0.0 0.0.0.0 mgmt
telnet timeout 60
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configure terminal

ssh 0.0.0.0 0.0.0.0 mgmt
ssh timeout 60

ssh version 2

Create a username with a password. (create your own user and password)

username fortray password cisco

Configure this local username to authenticate with SSH.

aaa authentication ssh console LOCAL

Create a RSA key pair.

crypto key generate rsa modulus 1024

configure terminal

http server enable

http server session-timeout 120
http ©0.0.0.0 0.0.0.0 mgmt
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11. Verification Steps

Follow the below commands to verify your configuration.

11.1. Step 1 >> Verify Management interface with telnet

% PuTTY Configuration 7 X
Category:
EISesmn Basic options for your PuTTY session
TE"" I_.uggliing Specify the destination you want to connect to
= ff_mgboa g Host Name (or IP address) Port
- Bel [10.205.1.120) |[23 |
- Features Connection type:
= Window (ORaw (@ Telnet (O Rlogin (JSSH () Serial
?;Eearance Load, save or delete a stored session
- Behaviour _
.. Translation Saved Sessions
- Selection | |
- Colours .
Default Settings
=~ Connection Iil
Dtz
- Proxy
- Rlogin
- S5H
- Senal Close window on exit:
() Bways () Never (®) Only on clean exit
Moot || Hebp | [ open | cancel

( 2\
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#® PUTTY Configuration ? X

Category:
—J- Session Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame (or IP address) Port

. Bel [10.205.1.120) |22

‘... Features Connection type:

—- Window (JRaw (O Telnet () Rlogin @ 55H () Senal

‘... Appearance

Behaviour

i Translation

+ Selection

- Colours Default Settings load

= Cannection
i Data

Proucy

Telnet Delete

- Rlogin £ 10.205.1.120 - PuTTY - - <
£ 55H

Load, save or delete a stored session

Saved Sessions

Save

Close window on exit:
(O Mways () Never  (® Only on clean exit

About Help Cancel

F
F
F]
F
F
F1]
F]
F
FT
FH
F]
F
FT
FH
F
F
FH
FH
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11.3. Step 3> Verify http configuration

- B3 cisco ASDM 7.1(1)

<~ — )] o A https:y//10.205.1.120/admin/public, +r

% Cisco ASDM 7.1(1)

configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

desktop using S5L. Running Cisco ASDM as an application has these advantages:

* You can invoke ASDM from a desktop shortcut. Mo browser is required.
» One desktop shortcut allows you to connect to multiple security appliances.

[ Install ASDM Launcher ]

o]
CcISCco

Cisco ASDM 7.1{1) provides an intuitive graphical user intarface that makes it easy to st up,

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local application, it connects to your security appliance from your

Run Cisco ASDM as a Java Web Start application

[ Install Java Web Start ]

Java Web Start is required to run ASDM, but it is not installed on this computer.
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Thanks, and Good Luck
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