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1. Version Control  

Version Date Notes Created By Release 

1.0 18/12/2018 Student Workbook for LAB Mazhar Minhas Initial Release 

1.1 07/04/2020 Formatting Farooq Zafar Final Release 

2. Reference Document  
Click for the Reference document 

3. Assumption  
✓ We understand that delegate already understand L2/L3, Routing.  

✓ The delegate already knows the “Fortray Networks – Checkpoint Firewall” physical and logical connection.  

✓ The delegate already has basis Troubleshooting skill, such as ping and trace. 

✓ The delegate already has access to the “Fortray Networks – Checkpoint Firewall” Spreadsheet encompassing the Basic Layer, 2, 3 and 

allocated subnet information. For more details refer to the “Student Folder”. 

✓ This document is created to show an example for one topology only. The candidate needs to refer to his own topology and follow this 

step by step guide. 

✓ We assume that delegate already have installed the VPN software and him/she have VPN user / Password. If any issue, contact our 

Technical team.  

✓ Our VPN software is supported by PC, MAC, Android, and IOS devices.  

✓ It’s also assumed that delegate has access to PC/Laptop i5 with 4GB RAM.  

✓ For optimal connectivity, we recommend at least 10MB Internet connection.  

✓ We assume that we already have INTERNAL, DMZ, OUTISE interfaces are already configured.  

http://www.fortray.com/
mailto:info@fortray.com
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/fdm/fptd-fdm-config-guide-623/fptd-fdm-mgmt.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/fdm/fptd-fdm-config-guide-623/fptd-fdm-mgmt.html
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4. Network Topology  
The below network topology is just for information purpose only. Please refer to your student folder and your designated topology. 

If any doubt, please ask your instructor.  
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5. Check Point - Security Gateway Configuration Task 

Whether this is a new device from the box or you reset to factory default, we need to assign the role 

to the box. Is it SMS or Gateway?  

 

In the below guide, we show how to configure a check Point SMS (which act as a standalone box to 

manage others or you can configure in the HA (high availability)  

 

When your first-time plug-in Firewall box or Start VM imagine the first time, you must set parameters.      
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6. Check Point First Time Configuration 

6.1 STEP 1: CLICK “NEXT” 
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6.2  Step 2: Choose “Setup” 

Setup – Fresh install without backing up any configuration 
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6.3 Step 3: Assign an IP  

Assign the IP as per your network design. This IP will be used for https/SSH later, Type IP Address 10.205.0.152 for Gateway 
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6.4 Step 4: FW/SMS Name, Domain, DNS, Proxy 

Assign the name, domain name, DNS and proxy if required. 
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6.5 Step 5: Select Time and Time ZONE 

Set the time zone as per your time zone 
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6.6 Step 6: Select Gateway / Multi-Domain Server 

Here we have an option to select this will be Provider-1 which is MDS (Multi-domain Server), in our environment we are using. MDS means 1 x 

management server will be divided into Multi Management server to manage multiple regions 
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6.7 Step 7: Select Security Gateway 

If we are only creating SMS then we need to select only Security Management or select Gateway if you want this to act as a Gateway. 
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6.8 Step 8: Define a SIC 

Here we are defining a one-time password (SIC), which will be used later add/manage via the SMS. For simplicity we are using 123456 

 

 

http://www.fortray.com/
mailto:info@fortray.com


Fortray Networks– CCSA LAB Workbook 2020 
 

15 www.fortray.com           0207-993-4928        info@fortray.com 
  

6.9 Step 9: Summary & Finish 
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6.10 Step 10: Summary  

This will take 5 to 10 min to finish the summary 
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6.11 Step 11: Finish & Reboot  
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7. Verification 
Access the IP 10.205.0.152 from Internet Explorer. And you will be prompted on 

Give admin and password … (Refer to your workbook) 
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